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John Dalli, European Commissioner for Health and Consumer Policy:

The key issue for the progress in the eHealth domain is the lack of interoperability.

http://www.euractiv.de/soziales-europa/artikel/dalli-003826
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eHealth Interoperability

VS-800 Hypervisor VI

N I

Registration
Scheduling

eHealth HL7 Testing

Interoperability check?

,The goal of the eHealth Lab at
FOKUS is to address the challenges of
interoperability testing of Healthcare

| Information Systems (HIS) by introducing

a testing methodology and its realization
framework based on TTCN-3 Test
Language"
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HL7 and HIS Integration

Registration
Orders
R1 R2 R3 Results & Observation
Laboratory
| | Queries
DICOM Finance
Scheduling & logistics
Personnel administration
RIS Patient care planning
etc.
Cardiolo ‘ Schedulin
HL7 HL7 ?
Billing — HIS — Rx
HL7 HL7
Nursing Diet
HL?7 HL7
Lab
| |
HL7 A |ﬁ . ASTM
L1 L2 L3 L4

HL7 (Health Level Seven)
Messaging Standard (Application
level)

Standards for the exchange,
management and integration of data
for medical devices

o Messages model real world events

o e.g., Messages for registering a
patient or requesting a lab order

HL7 standard
Organization: www.hl7.org
HL7 Versions: v2.x, currently v3
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HL7 Messaging Standard

HL7
HL7 M
Message essage
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| | Segment 1 Field 1 Field 2 Field ...
Segments Groups .
Segment 2 Field 1 Field 2 Field ...
) Segment 3 Field 1 Field 2 Field ...
Fields Groups Segments
| Segment ...
Component
Sub-
Component
EEI Test Data View i El Console ¥ =0

MSH|~~\& | TestNGMed"CCCCCCFFFFFFFFFF~EUI-64] | | |20090514182300 | |ORU~RO1~ORU_RO1|053&|D~T|2.5|1| |NE|AL| ||| |It

FID| 112002583 " TesthGMed LR| |RINler-Horst
OBR|1|AB12345~PEVENT1~DDDD01123456ABCD EUI-64 | AB12345~5UT1~DDDD01123456ABCD EUI-64126.3.3.1~2000~MDC] | | 2¢
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The IHE Technical Framework
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IHE Testing Process

Lmstsessisesiiaesiiae. ! : INDUSTRY '~. oS —- -_~ soins i\' .-
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Source: www.ihe.net
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Approaches to Interoperability Testing (I0OT)
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- Generic Approach to
Interoperability Testing
(GAIT) v1.2.1 (2010)

GAIT was defined for software
interoperability testing, without
focusing on a specific software
domain.

QE - Qualified Equipment

__________________________________

—> this approach is adopted in
eHealth Lab

|OT by using Reference Test
System Emulator (RTSE)
instead of QE within
interaction scenarios

Test Case
Interpretation

Means of Testing (MoT)

Vv 1

ik

System Under Test (SUT)

k—

Test Test
Logging Reporting
Test Coordinator
| i =l
A\
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IOT Test System Architecture
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Concepts for Semantic and Guidelines based Mappin
/Q Semantic-based \

Concept of Guidelines for Test Specifications

/ interfaces /

/ use-cases

Arch|tectural Leve

M AS

Language Level

/ components / |:>
testcases te"“Plates

.4

Physical Level

//v

rrco 3) Type System

Testing & Test Control Notation
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Mapping Rules

Functional Group Record Types

ADT “ E> record \
types

Message Structures
e.g., ADT_A01

o

ADT_AO01_Message_ Ty
> A
Types Restrictions

/*Table 0399: Country Code*/
type ID Country_Code_Table(

"ALA", //AALAND ISLANDS
"AFG", //AFGHANISTAN
"ALB", //ALBANIA

"DZA", //ALGERIA

"ASM", //AMERICAN SAMOA

'AND", //ANDORRA
'AGO", //ANGOLA

" "
'
"AIA", //ANGUILLA
L]
Y-

ﬁ%ules for Pre/Post - fixing, \
Cardinality, Length Restrictions, ...

ADT \

ADT_* Message Type
(*) --> Trigger Event

e.g.:
ADT_AO01_Message_Type

)
/
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Message type

Segments /| Segment definition table

[ t Optional and repeating segments

Sequence number

Maximum length

Optionality

" 7 Fields

INTERMATIONAL | [
ltem reference

HL7 V2 Key Concepts
Segment terminator <CR>

Repeatable

Table reference

Field separator

Delimiters

\

Escape character

Simple data types

Data types Component
Complex datatypes ,—

Internal

Vocabulary
External

Message | Trigger event Message
t Abstract message syntax fable Types
—
Segment identifier

Component separator A
Repetition separator ~
Subcomponent separator &

K HL7 v2.x - Segment
[ { Message Structure ] Required
E i ]

e ]

Segments j __—— Groups |t

|. 1-| Tl ]- ] I I P PoTT I

[.
Fields | Groups |: Segments
G

Event Description Se gm' ents
A01  ADT/ACK - Admithvisit notification Optional
AD2  ADT/ACK - Transfer a patient [{...}]or
A03 ADT/ACK - Discharge/end visit ~ {[---1}

AlD4  ADT/ACK - Register a patient
A0S  ADT/ACK - Pre-admit a patient

‘ucture

[ HL7 v2.x. Message Structure

Field 1 | Field 2

Field 1 | Field 2

Field 1 | Field 2

A\ Sub-compaonent

eHealth HL7 Testing

\|



Fraunhofer FOKUS

ADT_A01 Message Structure
in HL7 v2.5.1

ADT_AO01 Message Type in TTCN-3

type record MSH_Segment_Type
type record ADT_A01_ {
[

MSH

[ { SFT } ]

EVN . Vi

PID xample: HL7 v2.5.1 Messages in Numbers

[ PD1

% E E_E Msg. Structures Description hal,

F‘LFJW_ 122 M essage ADR A19 Patient Query e optidn

% E—% Tvpes ADT A01 Admit/Visit Notification Vcl

% % %‘ yp ADT A02 Transfer a Patient

(DS 313 Trigger ADT A03 Discharge/End Visit

[ . Events ADT A05 Pre-Admita Patient

. [ {4 153 S i ADT AQ6 Change an Outpatient to an Inpatient 3*(/

h { GT egmen ADT A09 Patient Departing - Tracking F
;N_:Nr TypeS ADT A12 Cancel Transfer
% E ' 189 Msg ADT A15 Pending Transfer DA

] ' '

" Acc StrUCtureS ADT A16 Pending Discharge

| 0Bz ] ~—

[ P04 | 17— TR & 7

1 4
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Case Studies -- Integrating the Healthcare Enterprise (IHE) Integration Profiles

il |
 Radiology /ﬂ R % Cardiology

THE IT > Patient CD
Labor'a’roD Infrastructure Coor‘d|na'|'|on
\ Patient C
<O’rher' Domain d D“ZvncegD

Pathology Oncology

Electronic Health Record
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IHE Patient Care Device (PCD)

Device Enterprise Communication (DEC)

Research projects

= Goal: A test methodology (incl. 10T) based on
TTCN-3 for automated testing of HL7 based

medical systems

ISO/IEEE
11073

Device ﬁﬂm DOF m

IHE IT Infrastructure (ITI)

Patient Identifier Cross-Referencing (P1X)

= PIXand PDQ IOT Connectathon Test Suite

Connectathon 2010, 2011, 2012, 2013

Fraunhofer FOKUS for ETSI

Goal: demonstrate the use of TTCN-3

technology for interoperability of HISs
compliance with IHE profiles

-
Patient.
Registration

Patient ID Domain A _I\/Ianager

(Patient ID
Feed

Patient ID

~
Patient ID
Feed

a0

ystem

Patient ID

Patient Registration

Patient ID Domain C

Registration

Patient ID Z o
Query gié Query Patient

Informati
s o

Patient ID Domain B

eHealth HL7 Testing
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PCD and ITI Domains

Case Study 1: IHE PCD (Patient
Care Device) Domain- DEC Profile

PCD_02
Subscribe

B Some examples of the tests:

Consumer subscription/unsubscription
Use of valid/invalid IDs

Consumer receives data

Validation of received data

Reported data sending frequency

Case Study 2: IHE ITI (IT
Infrastructure ) Domain — PIX Profile

PIX Consumer

PIX Query
(QBP_Q23)
IHE + HL7
v2.5

PIX Update
Notification
(ADT_A05)

PIX S
QueryRespon
se(RSP_K23)

lhe + HL7

v2.5

ACK
IHE +HL7v2.5

ACK PIX Feed

PIX Consumer

-~
IHE2+3T|£ - (ADT_A39)
o PIX Feed — ITI ack N ONHE FHLT
Y 08 (ADT_A01) HE 1 HL7 > 3l

] IHE + HL7 v2.3.1

[ PIX Source v23.1

[ PIX Source

B Some examples of the tests:
Source patient
registration/update/merge

Manager answers correctly to the
Consumer Queries for patients

Use of valid/invalid patient IDs
Validation of received data ACK

eHealth HL7 Testing
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Types of Tests Related to Interoperability

O HL7 interface unit testing — testing that HL7 messages sent and/or
received from a medical application conform to the HL7 interface
specification

O HL7 interface integration testing — testing of business scenarios to ensure
that information is able to flow correctly between medical applications

O HL7 system testing — end-to-end scenario testing focused on ensuring all
relevant components of all relevant medical applications are able to
interoperate correctly

eHealth HL7 Testing " BEERER B
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TTCN-3 - The Testing and Test Control Notation

Q
Q
Q
Q

ETSI: European Telecommunication Standardization Institute

Official web page: www.ttcn-3.0rg
Standard: www.ttcn-3.org/StandardSuite.htm

Tool: TTworkbench: www.testingtech.com/

&, Java - MessageType.tien - TTworkbench Basic

a I com.testingtech warkbench. metamodzl acress.
153 > Doament 25 o scqmed e nBnf o Testted]

Bg

153 > Tos 24 el sepe e AR sroc Tt iy
21 > N TTCHE Tt 1 it ik s, de 8Os rvontTesed] | =
& B T ey ‘

Fie Bt Smrce Refactor Nate Seath Pmkct RN Widw Hep

rHEE IR WA 0L IEEE MG B e B Bpostads., Dheore S Tensnir.. B Mhooss.. §

1% PackaeExplrer [ Herardhy | Wevigater ST ) takstmd 1) Gl DS, 1) serentTypettod 1 GugType Tk, [ SiMemselpermd [ Ddsmewetms %
g] ssag=Type

3 SirkFromarmng TS -

) Relebles.

24t sk e et o Tstid]

Testing
Technologies

21 (e sepomed BN sirmootTestaed]

Test System

Test Management (TM)
\ A\

Component
FELGIR e Fxccutable == Decoding

(CH)
|

System Adapter (SA)

Platform Adapter (PA) ]

System under Test (SUT)

eHealth HL7 Testing
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Components of the TTCN-3 HL7 Test System

AlL7 9 T gl > U description of HL7/IHE Types D

[ generate testcases
U generate HL7 messages (intermediate tool)
[ generate TTCN-3 templates

Test Execution  MLLP Protocol, etc.
(Adapter & CoDec) O ,Vertical Bars“ (VB) / XML Encoding

eHealth HL7 Testing ‘'BE B R RE W

Test cases and Test data
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Example Mapping: TTCN-3 Message

QS E /*QSB~Z027QSB"Q16*/ type record MSH_Segment_Type
type record PCD_02_Message {
{ MSH_Segment_ID_Type MSH_

Chapte: Weg ST1 Field_Separator, [*2.A.1.74 ST - string data -- LEN 40%/
ap QPD_Seg —Type QPD_Seg ST4 Encoding_Characters, type charstring ST40 length (0..40);

RCP_Segment_Type RCP_Seg HD Sending_Application option:
MEEE DSC_Segment_Type DSC_Seg HD Sending_Facility optional,

s HD Receiving_Application optional,
HD Receiving_Facility optional,
S—THmeOfMessage,
MSH i ype record qpo_segment_Ty hcurity ontional /¥Table 0399: Country code*/
[ { ! cEHL70471 Message_Quer™sgfessage Type, | type ID Country_Code_Table(

(JP [ ST32 Query Tag optional, g720 Message_Control_ID, ,,ALA,,’ //AALAND ISLANDS AX ~ 248

G p | CX206roup Type MRN 0pti pT processing ID, "AFG', //AFGHANISTAN AF 004

T e ™ pharmacy_Order_Types_Tab| v/p \ersion ID ALB", //ALBANIA AL 008

[ D& PL_20Group_Type Patient_  NM Sequence_ Number optional, "%Q"' ////QII;/IGEERRIICAAN S[,)AZIVIOX%AZS 016
CE_6Group_Type Device_Cl  gT180 Continuation_Pointer opti !

CE_6Group_Type Parameter "AND", //ANDORRA AD 020
Acc_App_Acknowledgement_Ta AGO" //ANGOLA AOQ 024

TS Start_Date_Time optio  acc App Acknowledgement Ta
TS End_Date_Time optiond—Coyntry Code_Table Country C ALA", [/ANGUILLA Al 660
CQ Interval optional Character_Set_Group_Type Chal "

}s CE Principal_Language_Of Mes )i
Character_Set_Handling_Schem
El_Group_Type Message Profile_

type record length (1..20) )}

eHealth HL7 Testing . . . . . .
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Test Behaviour Generation for Automated Execution

System Under Test {SUT) Actors

Test System Actors
_________________ |

|
[m1 [ 5 [ o0 ] ! [sora | sore | surm ]!
/ [ [4
s /7 | L SRS —| LS| [ |
I' C’_I—‘::> '\ -‘\
: : y SD provided b
\ \ : "I \ \ p y
v %\ 8 ) +~ IHE and modeled
UML % ! P \\\ \  Wwith .getmore
Design \ he S ‘|
\ 3 3 1
\\ \ \ \
1
T3 PTCn MTC :
Design I Test
port_to_SUT @ port_to_SUT @port_to_SUT g generation
! algorithms
1
port_to_TCj & nort to TCn .
Test System Interface (TSI)
\: —_
Adapter PTCj PTCj Dynamically
Design Client Server Adapter adaptable
Real
sur SUT1 SUT2 SUTm
127.00.1:5001 | 127.0.0.1:5002 | | 127.0.0.1:(5000+m)
System Under Test (SUT)
L
EEERNENZ=Z

eHealth HL7 Testing
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TTCN-3 Test Execution (with TTworkbench Tool)

EEI Test Data W ¥~ =0

E Cunsule}

MSH|~~%&|Test CFFFFFFFFFF~EUI-&4| || | 20090514182300|
PID| | |1200293~"TestlGMed~LE| | KIhler~Horst

CBR|1|AE12345 PEVENT1~DDDD01123456AECD EUI-64 |AB12545~5UT1~DDODD01123456AECD EUI-64[126.5.3.1~2000~MDC| | | 2¢
Qﬁ:*i*ﬂﬂl&i?Tz ~“MDC_VENT CONC AWAY ©02°MDC|1.1.1.1|75|262688"MDC_DIM PERCENT"MDC|35.0-100.0|L|||F

RU~RO1~CRU ROLYDS3A|D T|2.5|1| |INE|AL|[|]]TIf «

PCD 01

y S

g/ (] TTCN-3 Textual Logging]

2 Test DataView 23, 5 Dump View| B Coglh i m
SYSTEM Consumer_PRESSURE_1...
Testcase... ! ected TTCN-3 Template Data
Name Value Name Value
21:46:34.073 o e = nd PCD_02_Message Dte e 4 W PCD.01 Message Type o PCD_01 Message Type
prcata_fl... P R 4 B MSH Segment o MSH Segment
21:46:34.268 —Xtimer1(20.0) <F Field_Separator | o Field Separator |
A receive «F Encoding_Characters B <F Enceding_Characters AR
216135150 pt_data_H... |—————— pt_data_H... 4 W Sending Application o Sending Application
21:46:36.676 match _|PCD_01_Message_Type: PCD_01_Receive_Template_DOF < Namespace D TestNGMed & Namespace ID TestNGMed
< Universal ID CCCCCCFFFFFFFFFF & Universa ID CCCCCCFFFFFFFFFF
21:46:36,733 F—>timer1(2.465) < Universal ID_Type ELI-64 & Universal ID_Type EUL-64
o Sending_Facility omit o Sending Facility omit
21:46:36.733 —><timer1(20.0) 8 Receiving_ Application omit ¥ Receiving_Application omit
o receive W Receiving Facility omit o Receiving Facility omit
21:46:39.049 pt_data_H... pt_data_H... 4 o DateTimeOfMessage o DateTimeOfMessage
21:46:39.190 [Cmatch _JPCD_01_Message_Type: PCD_01_Receive_Template_DOF  Time ! & Time Z090514184739
< Degree of Precision & Degree of Precision omit
21:46:39.277 F—xtimer1(2.544) F Security omit oF Security omit
4 B Message Type B Message Type
21:46:39.278 > timer1(20.0) < Message Code ORU < Message Code ORU
ey — ceive < Trigger Event RoL o Trigger Event RO
i pt_data_H... | (pt_data_H... < Message_Structure ORU_ROL = & Message Structure ORU_ROL
—
TTCN-3 Graphical Loflging | (] TTCN-3 Textual Logging £2 , E 4 bl @ v < Message_Control ID ? & Message_Control ID 0534
4 ol Processing 1D o Processing ID
type filter text < Processing ID D & Processing ID D
<f Processing_Mode T & Processing Mode T
Time Message 4 W Version ID o Version ID
18:47:41 058 Starting test case 'MainMedule testcaseRECEIVE' o Version D 25 o Version D 25
18- Creating test component 'MTC' ¥ Intenationalization_Cede omit ] Intamanonahzatm.n_cm omit
Creating test component ‘SYSTEM' < Sﬂ Inlerna:‘onaL;VEvsmn_ID :mlt Cfsd IntEma;DnatVErslon_ID ;mlt
Started test component #MTC with behavior ‘MainModule testcaseRECEIVE' equence. Tumoet . Fauence Fumber ;
T . RECEIVE " < Continuation_Pointer omit & Continuation_Pointer omit
est case ‘testeasel E' starte : & Accept Acknowledgment Type  NE & Aceept Acknowledgment Type NE
Creating test companent TestSystern_Comp_Type 5100 < Application_Acknowledgment Type AL & Application_Acknowledgment_Type AL
Mapped ports #TestSystem_Comp_Type_5100.pt_data <-» #SYSTEM.pt_data & Country_Code omit & Country_Code omit
Started test component #TestSystemn_Comp_Type_5100 with behavior 'MainModule.testcaseRECEIVE_Behavior' h & Character_Set omit & Character_Set omit
Timer TestSystem_Comp_Type_5100.timerd (200.0] started W Principal_Language_Of Message omit ¥ Principal_Language_Of Message omit
18:47:44.003 Ei d at #TestSy  Comp_Type 5100.pt_data «f Altemate_Character_Set Handling_Sct omit & Altemate_Character_Set_Handling_Scheme  omit
18:47:44.562 Message received at #TestSystem_Comp_Type_5100.pt_data MATCHES 4 &l Message Profile Identifier & Message_Profile_Identifier
18:47:44.577 Timer TestSystem_Comp_Type_5100.timer0 (3.399) stopped a0 o [0
18:47:44.592 Test component #TestSystem_Comp_Type_5100 terminated with verdict 'none’ & Entity Identifier 1HE PCD ORU-ROL 2006 4 & Entity Identifier 1HE PCD ORU-ROL 2006
18:47:44.611 Set verdict 'pass’ for component 'MTC' é Na_’"ESWCE-ID HLT & Namespace ID HL
184744 611 Test component SMTC terminated with verdict pass & Universal [0 21684011138839.n.m < Universa 1D 21684011138839nm
< Universal ID_Type HL7 < Universal 1D_Type HL?
1, 4" DATIFNT RESUI T Groun 5 &' PATIFNT RFSULT Groun

eHealth HL7 Testing
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PIX_FEED Interaction Scenario - Run Example: ACK with Different
Version

testcase_Connectathon2010_PL{_FEED_PIX_Manager.testcase_Connectathon2010_PI¥_FEED_SUT_PI{_Manager
Start : 2010-04-13 18:11:24 216
End :2010-04-13 18:11:26.760

BTC SYSTEM PIx_Source 5001

konfigura..] konfigura..] konfigura..]
18:11:25.628 i send ADT_Message_Type T
18:11:26.223 pt_data_H.. | recelve » | pt_data_H..
18:11:26.234 S timer0(20.0}
15:11:26.306 mismatch |ACK_Message_Type: Connectathon2010_PI{_FEED_SUT_PIX_Manager_SteplACK_Template
18:11:26.308 égany
15:11:26,.309 5 timer0(0.062)
18:11:26,309 < fail >
18:11:26.760 < fail_»

MSH|A~\&|OTHER_ETSI|ETSI|ETAH|ETAH|20100413061526||ADTAA04AADT_A01|ETSI-5216076|P|Q:::)
EVN| |20090224104145-0600

PID|||101~""~ETOT&1.3.6.1.4.1.21367.2010.2.1.4198&IS0| | FARNSWORTHASTEVE | | 19781208 |M
pvillo

MSH|A~\&|ETAH|ETAH|OTHER_ETSI|ETSI|20100413181536||ACKAA04|127117533649618|ﬁg:)
MSA|AA|ETSI-5216076

eHealth HL7 Testing ‘'BE B R RE W
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PIX CLIENT Upd_ Notif_Option Interaction Scenario — Run
Example: No Update Notifications

testcase_Connectathon2010_PIX_CLIENT_UpdateMotif_PIX_Manager.testcase_Connectathon2010_PLX_CLIENT_UpdateMotif_SUT_PIX_Manager
Start : 2010-04-14 14:56:04.715
End :2010-04-14 14:58:25.496

MTC SYSTEM PIX_Consumer_5000 PLX_Sourcel 5001 PIX_Source2 5001

14:56:05,368 =< timer0(40.0)
14:56:06.799 pt_data_H... send ADT Mpssage Tvpe pt_data_H...
CER I pt_data_H... i s - pt_data_H...
14:56:10.794 =< timerl (40.0)
14:56:11.215 EE ACK_Message_Typef Connectathon2010_PIX_CLIENT_UpdateMotif_SUT_PI¥_Manager_SteplACK_Template
14:56:11.221 < timerl 0,242}
14:56:11.243 =< timer2(60.0)
14:56:45.374 4= timer0
14:56:45.386 _fail__»
14:56:45.386 =< timerd(100.0)
14:57:11.247 [ timer2
L43T:11.467 pt_data_H... e fssagﬂype pt_data_H..
L4:57:14.357 pt_data_H... e > | pt_data_H..
14:57:14.405 =< timer3(40.0)
14:57:14.716 EE ACK_Message_Type: Connectathon2010_PIX_CLIENT UpdateMotif_SUT_PI¥_Manager_Step3ACK_Template
14:57:14.722 < timer3(0.317)
14:58:25,386 | = timerd
14:58:25.440 ¢ fail__»
14:558:25.446 pass
14:55:25.496

I I I I I
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Summary: Conceptual Results

IMappmg Concept | TTCN-3 test data types derived from the HL7 messaging standard and
IHE profiles across HL7 versions 2.x

- Mechanism for generating TTCN-3 templates out of specified types
and existing data pools of HL7 messages

TTCN-3 Templates
Generatlon

- The design of test configurations enables:
|Test Conﬂguratlon andI Qcommunication with different SUTs by using multiple protocols
Design Principles Oemulation of different actors from IHE profiles

Upossibility to adress symulteniously multiple SUT components

- to handle the communication over multiple protocols and to
dynamically adapt to a particular test configuration, e.g. varing number
of consumers in the PCD scenario

|Mu|t| -Adapter Concept
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Summary: Technical Results

TTCN-3
BRI Eramework 1 TTCN-B te_st system frarr_lework_ for HL7 systems _
with an architecture targeting a higher degree of automation

- Implementation of test systems for two IHE profiles (case studies):
TTCN-3 Test System P | : v. - ( )
PCD and ITI IHE profiles:
For PCD and PIX IHE - Type System
Profiles

- CoDec Layer
- Adapter Layer

4 N\ - N/ a4 N
Automated Supports VB D_eals with Emulates Dynamicaly
conformance and XML HLy [ different HL7 1 various adapts to each
check for Message versions in the /missing given test

Clio same interaction fi -
messages Serialization Actors configuration
\ flow J\ O\

\
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